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UDC 004056 Information Technologies

DEVELOPMENT OF STCKVANT" IN THE FIELD OF FINDING
DEVICESAND ASSESSMENT OF INFORMATION SECURITY

MelnykO. Y. ,
Asaturon @.
cadetsof the Institute of Special Communicat®and Information Protection
National Technical University of Ukrairfégor Sikorsky Kyiv Polytechnic Institute”
Kyiv, Ukraine

The urgency of this work is a detailed analysis of the main certificated means
of detecting mortgages that are being developed at KMANT", and the main
methods / algorithms for detecting installed devices.

Objective: a detailed analysis of the main certificate@amns of detecting
mortgages, developed in the STRVANT", and the main methods/algorithms for
detecting mortgages.

Information technology and electronics are constantly evolving and improving.
One of the results of this process is creation of more penfiémtmationtaking
devices. To combat such a threat, special devices and/or complex systems are createc

to detect infected devices for data capture.
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The main certified Ukrainian developer in the field of detection of mortgages is
the Scientific and Techoal Center (nextly referred &TC) "KVANT" (Mykolaiv),
which constantly develops and improves the automated complexes of the "ACOR"
series, as well as components to them.

The certificate of conformity for the production of "Integrated automated
radiotesers and search for pledged devices, detection and measurement of MEMF
with EOC ACORM equipment" products was issued by the State Seofi&pecial
Communications and Information Protection of Ukraine.

In 2015, the STCRVANT " has launched a series of nevadifications of the
search and measurement complexes AKIHK and search AKOR, the

appearance of which is shown in fig. 1.

Fig. 1. Complex AKOR-ZPK (AKOR-3)
Certificate of Conformity UA1.017.00398a1% dated 124.2016
Each of the complexes consists of a radio spectrum analyzer and a measuring

receiver, the main technical characteristics of which are givelst®i1 and 2,

respectively.
List 1. Radio spectrum analyzer
Characteristics name Characteristics value
Operating frequency range from 10 Hz to 12.5 GHz
Speed range analysisot less than 2500 MHz / ¢
Frequency resolution
u With a fast scan 7 kHz
u With narrowband scanning to1lHz
The bandwidth of the simultaneous analysis 24 MHz
Sensitivity at fast scanning 1 eV
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Table 2. Measuring Receiver

Characteristics name

Characteristics value

Frequency band when measuring signal level from 10Hz to 3 GHz
Bandwidth in measurements
narrowband meter from 1 Hz to 120kHz

broadband meter

from 120kHz to2 4 HZf

Dynamic range at measurement, not ldssn

in the 9 kHz band

100dB

in the 10 Hz band

145dB

Range of measurements

By amperage

From9kHzts 50H2 [

By voltage, the sampler PNN block BIN4A2

From9kHzH s 10420 [

Measurement range of signals from astoelectric
transforms by the probe of the PFM block BNBGH

From30HzH s XkRz, 5

Measurement range of signals from acoustic
vibration acoustic signals

From20Hzts RHx

In 2016, after several years of development, the employees of TilGe S

"KVANT" were engaged in production of active measuring antennas on the electric

and magnetic field components. The EMBO0 antenna (Fig. 2) is designed to
measure electrical component of the field in the rasfg@0091000 MHz, with the
possibility of extendig the range to 2 GHzZlThe MMA-30 antenna (Fig3) is

intended to measure the magnetic component of the

field from 9
kHz to 40
MHz.

Fig. 2. Antenna EMA-200
These antennas have a great

Fig. 3. Antenna MMA-30

recommendation when measuring side

electromagnetic emissions from computer and office equipment, have a good

amplitudefrequency response. The correction (calibration) of the argefurathe
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EMA-2000 in the range from0.000 00 MHz i s wi thin the r
for MMA-30 in the range 0.0680 MHziswi t hin 34 dB (N 5 dB)

If it is necessary to measure electromagnetic fields in the lower range, from 10
Hz to 9 kHz, it is pssible to connect the antenna from tipadty manufacturers.

In order to detect and measure informative signals in power supply networks
and communicatian lines, in 2010 specialists of STC YWNT" developed a
measuring unit for voltage and current davBIN2-4 (Fig. 4). The BIN24 also
includes a current collector TK1.

To determine the security of information from leakage in power grids and
communicatios lines through acousto electrical transformations from technical
means, the block BNCGIB (Fig. 5) isused.

Fig.5. Block BNCH-B Fig.4.Block BIN 2-4 5sK1

All measuring devices that are part of the compéerdeveloped in the BC
"KVANT" and undergo State metrological certification. These devices include: the
central unit of the CPC complex, the electric measuring antenna-Z)#8, the
magnetic measurg antenna MMA30, the measuring unit for measuring current and
voltage BIN24 (with a current collector TK1 and a TEMP voltage analyzer) and a
low-frequency measurement unit for hiffequency BNFU (with PFP voltage
probe).

In addition to measuring desgs, in order to determine the information signals

more accurately, it isuggestedo use a set of adapters tlaag directly conneadto
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the device under study, which gives practically 100% guarantee of the informative
signal detection.

Also, for the idormative signals detection, the STC VANT" specialists
developed a special mathematical support, whicka gart of the complex and
significantly reduces the time of informative signals detection and measurement, and
besidestaking into accounthat mos processes are performed in automatic made,
minimizes the possibility of the operator etrdhe algorithm ofts work is presented
in fig. 6.
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Fig.6. Algorithm for detection and measurement of MEMF

The uniqueness of the technical characteristics owatibn, the original
special mathematical and methodological support with the set of measuring
instruments allow to realize in each complex simultaneously the ability to detect
mortgages of various types and measure the levels of informative signasge tee
security of information circulating in computing and language information circulating
in controlled room.

Therefore, the complex AKORPK allows:

1) to search for installed devices that transmit information over radio,
network of power supply, commigations lines, signaling and conducting lines,
including radiotechnical characteristics in modes of the radio spectrum analyzer and
measuring receiver;

2) radiation from hardware bookmarks installed in the office equipment;
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3) to detect and measure electromdgneadiation and findings from
computer technology, office equipment and information and telecommunications
systems;

4) to detect and measure the signals of acousto electrical changes of the
language information from the technical means of the controlledespver the
power supply network or in the radio;

5) to control the attenuation of acoustic and vibroacoustic characteristics;

6) create by the speech signal through the window and doorways,
communications and fencing structures of the controlled premises.

Modern mortgage devices should be categorized according to the following
ways of transmitting information:

1) intime

a) inreal time (continuously or at a time interval)

b) after its accumulation with subsequent transmission in a short period of
time;

2) by frequency:

a) at afixed frequency, with a rapid adjustment of the operating frequency;

b) on arandom frequency range;

3) onthe energy basis:

a) without masking with the power of a signal that ensures its reception
outside the controlled zone;

b)  with masking the signal by broaalhbd radio devices (e.g., FM radio,
digital television);

4)  in the medium of transmission

a) radio broadcasting;

b)  power supply networks

c) communicatios and signaling lines

d)  microphone wires.
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Features of the AKOR-ZPK and AKOR-3 complexes for the search for
embedded devices

In the complexes AKORZPK and AKOR3 the following algorithms for
identifying the embedded devices typesintroduced.

Algorithms for detecting embedded devices

1)  For the detection of signals operating at fixed frequencies with different
types & modulation and signal coding and réiahe information transmission, an
algorithm foranalyzing the radio spectrum with a standard frequency scan rate
IS used.

2) To detect radio tabs with a quick adjustment of the operating frequency,
an algorithm for multiple frequency scanning of frequency range (radio
monitoring) is used.

3) To detect the transmission of information through the GSM andriWi
tabs of unauthorized mobile phones and "access points", ZigBee data systems
algorithm of the corresponding frequency channels analysis of allocating signals
is used.

4)  To detect radio tabs that work with the accumulation of information in
time and its rapid transmissianthe algorithm for continuous radio monitoring
over the course of a day or more.

5) Detection of bokmarks that work with cloaking under broadband radio
equipment usethe algorithm of narrowband analysis with high resolution of the
appropriate frequency ranges of radio data.

6) Detection of bookmarks with a noisy signal is carried outthy
algorithm of narrow-band analysis of the frequency band using the previously
taken radio in the controlled room.

7)  Detection of signals from network and wired bookmarks is made by
connecting a network adapter CAU to them.

8) Detection of leading microphones is carried out &y acoustic

correlator, which detects the presence of a microphone or microphone effect in the
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leading line. For this purpose, a block of BN®His used that connects to a
suspicious wire line.
References:

1. http://www.akor.com.ua

2. https://nttskvant.uaprom.net/
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